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Explosive Verification Cost &

Project Resource Deployment BREKER"

Verification: Design:

Debug 32%
25%

Verification: Verification:

Content Development ~ Other 13%
30%

Test developmen Complex tests Largest Functional Verification Challenge

drives debug hard to get right
Creating Sufficient Tests to Verify the Design

Source: Wilson Research 2020
Knowing my Verification Coverage
Managing the Verification Process
Time to Isolate and Resolve a Bug

Time to Discover the Next Bug

Defining Appropriate Coverage Metrics

Other

Source: Wilson Research 2020 0% 5% 10% 15% 20% 25% 30% 35% 40%

Design Projects
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UVM & SoC Verification Check Alternatives Today $

BREKER"

Block / sub-system SoC
UVM models full system test

}

Real
\Workloads| {

HogamnmﬁcJJ
Checks

Composing checks (and coverage models) can be onerous and error prone
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Formal Approach 45

BREKER"

e Traditional dynamic test method:
Send stimulus, write expected results, check coverage of test

e How do Formal Verification tools approach this?
Propose check and see if it can happen based on entire state space

e Can we do the same in dynamic verification?

states

How does Y happen after X happens?
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» time / cycles
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Start with the end in mind $

BREKER"
inputs
Input constraints to
test “forward” outcome
f expects \ f scenarios \
_—] 20x
\
\ NG J
Input constraints to
test “Stop” outcome Three Types of Goals
[ ] sequence Goal
J <> select Goal
@ Leaf Goal
\ /
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Synthesis approach to generate test content? $
BREKER"

SystemUVM

GCEINERAIR, 2 SD Controller Model PSS
GUI composition s

e Create a specification scenario model that shows how
the device is supposed to work

o Could be composed in PSS, C++, graphically, or using SystemVIP

Native C++

Coverage Constraint

e Synthesize model based on coverage constraints
e B Sui
o Set coverage up front ) - -ls-f;tthestl:

e Generate entire test content automatically
o Stimulus, checks, coverage models, debug detail

e Map to verification phase and execution platform

Synthesizable
VerificationOS

Debug & Profiling
¢ UVM Sequences CSW + TLM ¢

Testbench

APB VIP ]
oto
Processor
SD Card
Controller

SD Int. VIP

aaaaa

—~
Testbench QM|

[vip ] [ vip ] [ wip ] i '
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&

Constrained Random vs Al Planning Algorithm Synthesis CREKER

Al Planning Algorithm
Breker Test Suite Synthesis

Constrained Random Generation
UVM SV & other PSS tools

states
states_

O
OLO®

W&

. target state
Black White O
Box
I

Box

' ' ' ' ' ! F time / cycles

| | | | | | | | | > time / cycles I |

I I I I | | | I I
Starts with key state and intelligently works backward through space

Design black box, shotgun tests to search for key state
Low probability of finding complex bug Deep sequential, optimized test discovers complex corner-cases

I EEE———  —— Y

White Paper Discussing Al Planning Algorithm Test Generation on Breker Website
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Block level embedded checks

worspace - tut_soc/dsl/fifo_write.pss - Trek Designer

BREKER"

file Edit Source Refactor Navigate Search Project Run Window Help

o- ®-&-Gi®-BiviDiacs $-0-Q-0s-PWramiy- ( 5@
G, Project Explorer & = O & uart_rx_tx Activity Diagram & 7] vart_rx_tx.pss &8 e
> 8% B elO W @ af ] 2 #ifndef  UART RX TX PSS .
sl Jerte . — v Ty a
b St gss Ccommrow . #define  UART RX TX PSS o
v tut_soc © Initial Node fa]
‘shProject Dependencies ) . .
b @ BulkiTuges ::ﬂz:v // Start of user code Action_uart_rx_tx Directives »
: © ;"“’ ) vart_cfg0<uart_cfg> ) vart_vip_cfg7<uart_vip_cfg> 30 Merge Node
) ot vt co.info———in.uact o nio isoesie | // End of user code
e
2 CMakellsts txt & 3] schedule Join
Rtaxetie groiancee #include "uart cfg.pss"
b B representations.aird 1 Panalh N
< B socuek ﬂz&jmm #include "uart rx.pss"
= £ Namespace pss_top : : " "
3 Repeat() oo | #include "uart tx.pss”
& SoC Tutoria Class Disgram coseron < #include "fifo write.pss
b £IComponent uart_dut / Data Flow 1 " "
b £1component uart_vip ? (5 Elements #J..nclude ,,flfofd.]eCK' pss "
b @Acion artlg . #include "uart vip_check.pss
) oncen l womupn | #iNClude "uart vip drive.pss”
» o slnput 1 " i "
e s 3 fito_write3<fifo_write> i g vart_tx2<uart tx> G uart_vip_check5<uart_vip_check> e #include "uart vip cfg.pss
. i i Jout : wire. I wire
| S et | | SRS action vart rx tx {
b @Action uart_vip_dive Womatt o
D @ Action uart_vip_check . C
b @Action uart_top_cfg G uart_vip_driveG<uart _vip_drive> ock: uart . f G art rxl<uart > ) fifo_checkaxfifo_check> il vart_cfg vart_cfgo;
b @it on o inwirsffi) oo} .l & 0ata Pool vart_rx uart_rx1;
@ Action entry_tx . .
b @Acton enty_clg uart_tx uart_tx2;
@ Action uart_divisor lock : uart_rx_ fifo write fifo write3:
@Adion b . "
et e s f1foicheck f1foicheck4;
@ Acio uat_cha_sized uart vip check uart vip check5;
Saenancusi uart_vip drive uart_vip _driveb;
—— ] D “uin 3 ) ¥,
; vart_vip cfg uart_vip cfg7;
© Build Targets &1 =0
13~ - — =
Bt bind uart vip check5.in uart tx2.out;

bind fifo check4.in uart rxl.out;
bind uvart rxl.in uart vip drive6.out;
bind uart vip cfg7.in uart cfg0.out;

activity {
R uart_cfgo;
- repeat(3) {

7 fifo_write.pss 5t

action fifo write { 1 parallel {
) uart tx2;
output fifo out; uart_rxl;
// Start of user code Action_fifo write }
rand bit [4] count; }

rand bit [8] data;
. // Start of user code Action uart rx tx
void body () {

for (bit i = 0; i < count.val(); ++1i){
iowrite8(data.val(), out->addr);
out->expect.push(data.val()); };
data.solve(); // get new randomized values #éndif //  UART RX TX PSS

// End of user code

}

// End of user code o)

Witable Smartinsert 16121
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Path Coverage Analysis

% Applications Places System @& <

TrekGraph

uart_dmac_aesl

e

B-Ba B #5 Rl AA A vnd i Source v

Frojoc: Explarer ©

£
i

e
o " pr um_vnn_cmuoj St fito_cnecko
\ '-sdecvym.
[Sreencprod <
(=== ==
[ merm_sie0

i:action varz_ler {

// Start of uzer cede Action wart_ler
ref uart_regs blk;

void body(] {

1 or any setsing other than 3

E1X-3UART LCR.writo();
)

// 2nd of user code

fiter

Shiw Hisden Noses 3

Alleen  FriMar 6,13:32 W &

[ vart_char sizen o |
| uart_char sizes 0 .
[ ver char sizer 0 |

o uart_char_size8_0

gl ) =)
———g==C

uart_parity_oddo

BREKER"

Portable

March Case

j
I

:
3
i

:4--'.:-.-‘-.9]
—=—___

B:
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action entry {
activity {
schedule {
do uart_rx_tx;
do dmac_aes_enc_dec;
}
¥

}i
7/ 2nd of user code

f/ __TEST_EC_UART_DMAC

riee

Show Hisden Noses 3

-
s
3

| ware_cfg_ou
2 R
e —
G L85 decrypto

T
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Self-Checking Test Execution

BREKER"

Lie esls Yikm  Dreferenies  Selecl  Wincow
2-A @ GO LAEPLP T AAA zzssm =t = Fnd in | o5l sccz_uat drac_seslc v | “ Math Case
“ Memory Map EE Nemary Vilses Ll
cpud cpul cfg_port rx_port tx_port 3
T T 12 ™ 10 T T 13 T e i T
-/_E____ I ——- i
—r--:_‘-_—c T T T —— i
— ] F—tt—— —_—
B I p—— -. : dde
e 3 o 0%9000007¢
S — { ; — — B
T — ;
[TavecsAa — [ ] i
— ;
B R S s m— :
Ax00000411
= é A1 chwed 1S
H at s tTmed 21
— ‘ »
BT e e ] s pett03s
-/__.—-/ . o ‘;‘_\1,’.‘“ | Tes: Souce am)
et w e R e | Transactions dsl_soc-fc_uart_dmac_aesl.c
i S I Gnapewiod | | tars panwos . =
: ST ST Srenk]
b i [ ot iawa | ot Ak case (0x6):
| et petkt0d) | arbAtNE
At At
ﬁ“l!m /R’**"'k*’**"**'k'*i**!,**"**'"*"*'k"t*"'t"**"k*'*tif**"*%lk**i**"**lﬁ**'t*"f
e // mem_check0.1
]| A R trek write32 shared(0x7, trek cpul T2 state);
_______________________ case (0x7): f/f wait for dmac_xfr0.4
- if (trek_read32 shared(trek cpul_ TO state) < Oxb) break;
4 »
5’221355: trek: info: End varz vip driveD.45 [event:0xa2 agent:pas top.uart senD.uart vipD.ouarz vip parts p.[type].tX port trek c2t event( 6, O0x38 ); // [event:0x38 agent:cpul thread:T2
thread:T0 inztance:uart vip drive0.d5) inat A Ahaak0iA
2213550 trek: info: Begin uart vip crived.d7 fevenc:0Xa3 agent:psa top.uart scno.uart vipd.uart vip port2 p.[type).:=Xx port B v s
= D4 o . = — Jee e EE — . . " 3 waye &
thread:T0 inztancesuarl vip drive0.d7] /* thx: trek message ("Begin mem_check0.1"); /
221435C trek: info: Field 'delay’ matches: 0xC000000000C00C00
Field 'paylcad’ matchez: 0x00¢0000000000e5 // trek_check_memory_block_frontdoor { trek_mem_ddr0+0x00000148,
[event:0x6.l agent:pss_top.uart_scnl.uars_vipl.uars_vip_ports_p.|type].rx port thread:T0 instance:uart_vip_check0.19] trek mem ddr0+0x00000138, O0x10 ) begin
221435¢ trek: info: check_port::check(] FASSED |event:0x6l agent:pss_top.uars_sonl.uarts_vipl.uart vip porss_p. trek_write32( 0, trek_mem_ddr0+0x00000178 );
trek write64( Oxff£ff0000f£fffULL, trek mem ddr0+0x00000138 );
chk_wriLc32_r.ha red(0x8, Lrek cpul T2 slLale);
z mn'i;v: et nmﬁmo'id;caﬁli’;o:.\’ai':hl_sm-lc_wv;&mi(_ur)l,[d}l
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SoC Test Content

pis_0p Breker Cache Coherency TrekApp Top Level

memSizes

il

Pss_top

LT

=
@

U

{

Exec body { memory.check () }

N—
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High-level Test Debug Driving Issue Resolution
BREKER"

Portable

TrekBox: Version

File Tests View Preferences Select Window

Br-@ERBEe G0 £LLe B A A A [1218748 > d 9
Memory Map Memory Values
cpu_0_0.0 cpu_00_1 cpu_0_0_2 cpu_0.0_3
T0 cache.29 - DDRO
- Pre-op
. . m X H 1ae a
Green nodes have finished 1 I Cpostop e

0x0001d9£0: dd2194ae 02a6255b

- ¢ LA cache.29 - RT

u*[amn - Pre-op
0x00024c00: 5Sb1e5534

- Post-op
0x00024c00: 00000000

AT

Failing Node
- 4

cil ] () ] Tl

Yellow nodes are
running

C Test Source &%
: (2]
H // [event:25 cpu:cpu 0_0_0 thread:T0 instance:cache.29] D
i * tbx: trek message ("Begin cache.29"); */
H /* WRITE INIT on trek_mem DDRO+0x0001d9£0( DEVICE nGRE ) */
H X - [t trek _nop delay ( 8 ); // pre-delay
[« [«I»] /+ Rliases::pre( cpu_0_0_0 DEVICE nGRE trek_mem RT+0x0002bc40, cpu 0_0_0 ST DEVICE nGRE
- - - trek mem DDRO+0x0001d9f0 8 ) */
1441758 trek: info: Begin [event:688 cpu:cpu 0_0 3 thread:T0 instance:snoop.l11] B d;( =
1218748 trek: info: Begin [event:25 cpu:cpu 0 0_0 thread:T0 instance:cache.29] asm volatile ( "ldxr x21, [81];"
1716546 trek: info: End [event:247 cpu:cpu 0_0_1 thread:T0 instance:snoop.17] vstlxr iw[; x21' [e1];"
1327859 trek: info: End [event:474 cpu:cpu_ 0 0 2 thread:T0 instance:cache.30] A “=&r"(*(l’132*)2trek 1;|em RT+0x00024c00) )
1442627 trek: info: End [event:689 cpu: cpu_0_0_3 thread:T0 instance:snoop.ll] "r" (trek mem DDRO:0x0601d9f0)
1717067 trek: info: Begin [event:248 cpu:cpu 0_0_1 thread:T0 instance:snoop.19] “gx21"
1328445 trek: info: Begin [event:475 cpu:cpu 0_0_2 thread:T0 instance:snoop.2] D )i
§‘ 1443273 trek: :‘mfo Begin [event:690 cpu: cpu_0_0_3 thread:T0 instance:snoop.12] } while (MEM32(trek mem RT+0x00024c00));
1220483 trek: info: trek_check memory block frontdoor ( trek mem DDR0+0x0001d9f0, <8 bytes: e
_dd2194ae 02a6255b> ); [event:26 cpu:cpu 0 0 0 thread:To0 insEance:cache. 29] /1 trek_check memory block _frontdoor ( trek mem DDRO+0x0001d9£0, trek mem RT+0x000336e0, 8 ) begin
1220483 trek: info: checksum compare PASSED: 0xd1993a5d [event:26 cpu:cpu 0_0_0 thread:T0 WHEMBZ(trek mem | RT+0x00023c34, 0);
7 i
i:::?g:e;:ﬁle;::l. End [event:250 c u_0_0_1 thread:T0 instance:snoop.19] E WHEH64{trck mem R’l‘+0x000336e0, ALEELO000SELIULL); @
A e B S e oo PO S et WHEM32: SHARED  exek;cpu0 1060 teat: 10 atata, 0X10);
Memory locations of cache.29 [Running test / projects_sup/armv8/run/Q03.gcc64.gemu.output.log| Y
File Signal View Waveform Analog Tools Window
DN X BB 2,215,750,000 £ v -2,215,750,000  x1ps Ul_JU By: [F] E]E] 4 Gotw: (61

O T b w\mumu@mmwmuw T e e
At AL, A AL A A AR LML R A A A A, A" BAAAAbALAANAAIC B AR A A A SA A AU AL A A U A S A MR R AR Il A
' [4, 009, poq, 0po,

500, P00, GO0,
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Breker TrekApp SystemVIP Library $

BREKER"

The Breker Configurable TrekApp Library

* The Cache Coherency TrekApp 2.0 verifies cache and
system-level coherency in a multiprocessor SoC

e The ARM TrekApp automated integration testing of
ARM based systems

* The RISC-V TrekApp handles typical processor
integration issues for the RISC-V open ISA

* The Power Management TrekApp automates power
domain switching verification

* The Security TrekApp automates testing of hardware

e access rules for HRoT fabrics
System
Coherency * The Networking TrekApp automates packet
, generation, dissection and prediction
[vie ] [ wp] [ v |
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Breker: Your Verification GPS $

BREKER"

e Effective test content composition is the toughest verification challenge
and checks/coverage is one of the most onerous activities

e Checks and coverage models may be automated via test suite synthesis
leveraging an abstract executable specification

e Test Suite Synthesis automation for both UVM and SoC verification has
been proven to save 5X resources while increasing coverage significantly

For more Information:
www.brekersystems.com

<
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Thanks for Listening!
Any Questions?

brekersystems.com/resources/case-studies



